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Abstract 

This paper addresses the problem of improving state 
estimation of dynamic industrial processes in real time for 
single, double, triple and quadruple fault detection and 
diagnosis purposes using multi-sensor data fusion strategy. 
The proposed monitoring systems track the process states to 
infer its operating conditions utilizing a decentralized kalman 
filtering methodology based on state-vector fusion technique. 
The paper considers both the synchronous and asynchronous 
multi-sensor scenarios to explore their relevant data fusion 
problems. The performances of the resulting monitoring 
systems are investigated under the two possible cases of time-
delayed measurements due to communication delay and 
multi-rate sensors. The state-vector data fusion technique is 
also adopted to integrate the individual state feature coming 
from the distributed extended kalman filter (EKFs) so as to 
extract the necessary global detection and diagnostic 
information. The feasibility and effectiveness of the presented 
algorithms are demonstrated through simulation studies on a 
continuous stirred tank reactor (CSTR) benchmark problem.            

1. INTRODUCTION

The task of fault detection is to determine the existence of 
faults in the systems, while that of fault diagnosis is to find 
the root causes of the faults. The existing techniques for fault 
detection and diagnosis can be broadly divided into process 
history based and process model-based methods. Each of 
these can further be classified into qualitative and quantitative 
approaches. The qualitative approaches involve fault trees, 
signed directed graph, fuzzy logic, neural networks and expert 
systems. The quantitative approaches are basically modelling, 
filtering and estimation methods, where a wide variety of 
them have already been reviewed by [1]-[2]-[3]. Among the 
existing quantitative model-based methods the kalman filter 
variants have found widespread applications.     
It is frequently assumed that the measurement is propagated 
from the sensing device to the filter without any delay. In 
practical, however, this is not a valid assumption and hence 

the filtering algorithm should consider fusion with time 
delayed measurements. 
The kalman filter can be easily extended to deal with the time 
delay phenomenon when its value is already known. The 
simplest approach is to save all the incoming measurements 
and do the standard filter processing. Different approaches 
have been proposed in the literature to tackle the problem. An 
elegant implementation has been presented by Nettleton 
based on the inverse covariance form of the kalman filter [4]. 
Larsen proposed a scheme for extrapolating a measurement 
forward through time to overcome the latency of any given 
sensor [5]. Challa formulated a detailed Bayesian approach to 
fuse the delayed measurements [6]. Van der Merwe et al. 
presented an approach based on the foregoing Bayesian 
method to fuse delayed GPS measurements for navigation of 
a UAV [7]. Recently, Zhang has developed sub-optimal 
algorithms to reduce the computational and storage costs by 
approximating the cross correlations [8].      
In this paper, aiming at both synchronous and asynchronous 
multi-sensor dynamic systems, their corresponding data 
fusion problems are tackled in real time for appropriate state 
estimations. The presented algorithms, based on the state-
vector data fusion technique, are incorporated in design and 
implementation of the process monitoring system. The 
feasibility and effectiveness of the proposed monitoring 
approaches are shown through simulations.  
The paper is organized as follows. Based on non-linear 
process and measurement model dynamics, section 2 derives 
model-based process fault detection and diagnosis approach 
with a robust discrete-time EKF algorithm to estimate the 
hidden and/or noisy states of a process. Section 3 shows how 
the EKF algorithm can be used to fuse the multi-sensor 
measurement date in synchronous scenario employing the 
state-vector data fusion technique. Section 4 describes how 
the EKF algorithm can be changed to accommodate latency in 
the measurements due to both communication delay and 
multi-rate sensors. Simulation results illustrating the 
performance of the proposed state estimation approaches are 
presented in section 5. Finally, section 6 summarizes the main 
conclusions.   
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2. MODEL-BASED PROCESS FAULT DETECTION 
APPROACH 

Assume that the process is monitored by N different sensors, 
described by the following general nonlinear process and 
measurement models in discrete-time state-space framework: 

)1())1(),1(),1(()( −+−−−= kwkdkukxfkx          (1) 
)())(()( kvkxhkz iii +=  ;     i=1,…, N          (2) 

where f(.) and h(.) are the known nonlinear functions, 
representing the state transition model and the measurement 
model, respectively. xnRkx ∈)( is the process state vector, 

unRku ∈)( denotes the manipulated process variables, 
dnRkd ∈)( represents the process faults modelled by the 

process disturbances, zin
i Rkz ∈)( are the measured variables 

obtained from the N installed sensors, w(k) and vi(k) indicate 
the stochastic process and measurement disturbances 
modelled by zero-mean white Gaussian noises with 
covariance matrices Q(k) and Ri(k), respectively. 
Therefore, the process fault monitoring problem in this paper 
can be reduced to a design methodology to realize a data 
integration mechanism which is able to fuse together the N
noisy measured data (zi(k); i=1,…,N), given in (2), to generate 
the optimal detection and diagnostic estimation information 
( )(ˆ kx ) about the real-time status of the nonlinear process 
operation, described by (1). 

A. Discrete-time Extended Kalman Filter algorithm 
In most practical applications of interest, the process and/or 
measurement dynamic models are described by nonlinear 
equations, represented in (1) and (2). This means that the 
nonlinear behaviour can affect the process operation at least 
through its own process dynamics or measurement equation. 
In such cases, the standard KF algorithm is often unsuitable to 
estimate the process states using its linearized time-invariant 
state-space model at the desired process nominal operating 
point. Extended kalman filter (EKF) gives a simple and 
effective remedy to overcome such nonlinear estimation 
problem. Its basic idea is to locally linearize the nonlinear 
functions, described by (1) and (2), at each sampling time 
instant around the most recent process condition estimate. 
This allows the kalman filter to be applied to the following 
linearized time-varying model: 
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)()()()( kvkxkHkz iii +=       ;      i=1,…,N                       (4) 
where the state transition matrix A(k), the input matrices Bu(k)
and Bd(k), and the observation matrix Hi(k) are the Jacobian 
matrices which are evaluated at the most recent process 
operating condition in real-time rather than the process fixed 
nominal values: 
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In classical control, disturbance variables d(k) are treated as 
known inputs with distinct entry in the process state-space 
model. This distinction between state and disturbance as non-
manipulated variables, however, is not justified from the 
monitoring perspective using the EKF estimation procedure. 
Therefore, a new augmented state variable vector 

TTT kxkdkx )]()([)(* = is developed by considering the 
process disturbances or faults as additional state variables. To 
implement this view, the process faults are assumed to be 
random state variables governed by the following stochastic 
auto-regressive (AR) model equation: 

)1()1()( −+−= kwkdkd d            (5) 
This assumption changes the linearized model formulations in 
(3) and (4) to the following augmented state-space model: 
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where nx and nu denote the dimensions of the state vector (x)
and the manipulated variables (u), respectively, and nd
indicates the dimension of the disturbance or non-
manipulated variables (d).
In practice, the process dynamic model in (1) is of 
continuous-time nature. While, the measurements in (2) are 
available through the digital data-acquisition systems at 
discrete time instants. Furthermore, the EKF algorithm is 
implemented digitally to provide a quick and accurate 
estimate of the process variables of interest. Therefore, an 
efficient formulation of the algorithm needs to be made for a 
real-time practical implementation in order to minimize the 
filter cycle time, while obtaining a reasonable state estimate 
accuracy. An appropriate method can be used for numerical 
integration of the continuous-time process model from one 
sample time to the next. In this paper, the simple first-order 
Euler integration algorithm has shown to be adequate. The 
time propagation equation for the state covariance matrix P(k)
is solved using the transition matrix technique. This method 
preserves both the symmetry and the positive definiteness of 
P(k), and hence yields adequate estimation performance: 

)()()1()()( kQkkPkkP d
T +Φ−Φ=−         (12) 

where )(kΦ  denotes the state transition matrix associated 
with A(k) for all the time interval ],)1[( ss kTTk −∈τ which 
can be evaluated by: 

)()( * kATIk s+=Φ           (13) 
where Ts  is the sampling period and Qd(k) is calculated as 
follows: 
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As a result, Qd(k) can be obtained using the following 
trapezoidal integration scheme: 

2
))()()()(()( sT

d
TkQkkQkkQ +ΦΦ=         (15) 

The EKF is then implemented using the time update 
equations which project the state and covariance estimates 
forward one time step, and the measurement update equations 
which correct the state and covariance estimates using the 
latest measurement information, are summarized as follows: 

• EKF time update equations 
(I)- ))1(ˆ),1(),1(ˆ()1(ˆ)(ˆ *** −−−+−=− kdkukxfTkxkx s

(II)- )()()1()()( kQkkPkkP d
T +Φ−Φ=−

• EKF measurement update equations 
(I)- 1*** )]()()()()[()()( −−− += kRkHkPkHkHkPkK

TT

iii

(II)- )](ˆ)()()[()1(ˆ)(ˆ **** kxkHkzkKkxkx ii
−−+−=

(III)- )()()()()( * kPkHkKkPkP i
−− −=

In real applications, however, the exact values of Q and R are 
not known. If the actual process and measurement noises are 
not zero-mean which noises, the extended kalman filter would 
diverge or at best converge to a large bound. To overcome 
this problem, an adaptive strategy based on the residual and 
innovation error sequences has been adopted [9].  

3. SYNCHRONOUS STATE-VECTOR FUSION 

Multi-sensor data fusion is concerned with the integration and 
extraction of information from data obtained by two or more 
sensors. In many processes, data from multiple sensors must 
be fused to obtain more complete and more accurate 
information about the operation. 
Among the various techniques available for multi-sensor data 
fusion, kalman filtering-based approach is one of the most 
significant one, as it proves to be an efficient recursive 
algorithm suitable for real-time applications. State-vector 
fusion and measurement fusion are two commonly employed 
methods for kalman filter-based sensor fusion. 

(a)

(b) 

Fig. 1: Kalman-filter-based multi-sensor data fusion. 
(a) State-vector fusion. (b) Measurement fusion. 

As shown in Fig. 1(a), state-vector fusion method uses a 
group of kalman filters to obtain individual sensor-based state 
estimates which are then fused to get an improved joint state 
estimate. On the other hand, the measurement fusion method 
directly fuses the sensor measurements, as shown in Fig. 1(b), 
to obtain a weighted or combined measurement and then uses 
a single kalman filter to get the final state estimate based on 
the fused measurement. Both methods have their own merits 
and demerits. The measurement fusion method requires that 
the sensors should have identical measurement matrices. 
Although the measurement fusion method provides better 
overall estimation performance, state-vector fusion has lower 
computational cost and possesses the advantage of parallel 
implementation and fault tolerance. Judicious trade-off 
between computational complexity, computational time and 
numerical accuracy has to be made for selection of the proper 
algorithm for any practical application. 
Most data fusion methods make use of statistical properties, 
such as covariance, of various data sources to obtain more 
accurate fused data or information. Measurement fusion 
methods utilize the covariance matrices of measurement 
noise. In state-vector fusion, state estimate covariance 
matrices should be used. However, the state estimates of the 
same target from different estimators are often dependent, 
even if the measurement noise of different sensors is 
independent. Sometimes, the state estimates are inconsistent 
and the estimate covariance matrices can not reflect real 
estimation errors. These problems make the design of state-
vector fusion more difficult than measurement fusion. 
Nevertheless, state-vector fusion is amiable to the 
decentralized architecture and has the advantages of 
robustness, flexibility, and parallel implementation.  
In this work, the state-vector fusion technique has been 
adopted for fusing multiple sensors to provide necessary 
information to enhance the EKF estimation. 

4. ASYNCHRONOUS STATE-VECTOR FUSION 

In the previous section, it was assumed that all the sensor 
measurements are synchronously available at each sampling 
instant. This unrealistic assumption must be disregarded in 
according to the communication delay and/or the different 
sensor sampling rates affecting the multi-sensor data fusion 
procedure.  

A.  Time delay measurement (communication delay) 
A nonlinear discrete system observed by non-delayed 
measurements where both process and measurements are 
influenced by additive Gaussian noise can be put in state 
space form in (1) and (2). 
If the system (1) furthermore has an output that is delayed n
samples, for instance due to a slow sensor or a long 
processing time of the sensor data, there will be a second 
output equation [10]: 

)(),()( *** kvsxhkz s +=          (16) 
where s = k –n

211



The delayed measurement cannot be fused using the normal 
extended Kalman filter equations but requires some 
modifications in the structure of the filter. 

• Updating Covariance and State at Different Times 
Using the standard extended Kalman filter equations, the 
measurement )(* kz  should be fused at time s, causing a 
correction in the state estimate and a decrease in the state 
covariance. As the state covariance matrix decides the 
Kalman gain, the measurements occurring after this will all be 
fused differently than if the measurement update for )(* kz  is 
omitted. If therefore the measurement )(* kz  is delayed n
samples and fused at time k, the data update should reflect the 
fact that the n data updates from time s to k, and therefore the 
state and covariance estimates, have all been affected by the 
delay in a complex manner. 
Equations that account for this when fusing )(* kz at time k
has been derived in [10] but are of such complexity that they 
in many cases are not feasible. It is therefore suggested that if 
the measurement sensitivity matrix )(* sH  and the noise 
distribution matrix, )(* kR is known at time s, the filter 
covariance matrix should he updated as if the measurement is 
available. This leads the measurements in the delay period to 
be fused as if )(* kz  had been fused at time s. At time k,
when )(* kz  is available, incorporating )(* kz  is then 
greatly simplified, by adding the following quantity after 
z(k)has been fused: 

))(ˆ)()()(()(ˆ *** sxkHkzsKMkx −=δ         (17) 
If the delay is zero, M* is the identity matrix. For N > 0, M* is
given by:  

∏
−

=
−−−−′−=

1

0
1

* )(
n

i
ikikik AHKIM         (18) 

The prime on K ′  signifies that these Kalman gain matrices 
have been calculated using a covariance matrix updated at 
time s with the covariance of the delayed measurement. As 
one factor in the product above can be calculated at each 
sample time the method only requires two matrix 
multiplications at each sample time.  
The method implies that the covariance of the filter will be 
wrong in a period of n samples leading measurements in this 
period to be fused sub optimally. However, after the 
correction term in (17) is added, the filter state and covariance 
will once again be optimal. 

B.  Different sampling rate 
When the data fusion receives data in time sequential manner, 
data fusion is carried out asynchronously. If the sensors are 
geographically dispersed or the communication bandwidth is 
not sufficient to carry the local state estimate and covariance 
data to the fusion center, the technique of asynchronous data 
fusion can be applied.  
Assume that the N sensors are geographically distributed, and 
each sensor node gets its measurement with the sampling 
rate sT that is if the first sensor receives its measurement at 
say time instance Ts, then the other sensor measurements will 

be received at time (m+1)Ts and m=2,..,N . This problem can 
be addressed using an approach which recomputes the filter 
estimates every time a new measurement is available. The 
fault obtained with latency to present time, using past and 
present estimates of the extended Kalman filter. 

5. SIMULATION STUDIES 

This section describes the results of simulations aimed at 
assessing the efficacy of the proposed state estimation 
algorithms on a highly nonlinear CSTR benchmark problem. 
The CSTR process, shown in Fig. 2 [11], includes an 
irreversible and exothermic reaction BA → which takes 
place inside the jacket. The reaction is operated by two 
proportional controllers that are used to regulate the outlet 
temperature and the tank level. The rector temperature is 
controlled by manipulated the inlet flow rate of the water 
coolant flowing through the jacket, while the tank level is 
regulated by manipulating the outlet reactor flow rate.  

Fig. 2: Continuous stirred tank reactor

The values of process parameters, steady state conditions and 
the dynamic equations describing the CSTR process together 
with the corresponding proportional controllers based on the 
constant hold-up and perfect mixing assumptions are given by 
[11]. 

A. Formulation of plant state equations for fault detection 
and diagnosis 

The CSTR plant dynamic model demonstrate its nonlinear 
dynamic nature which can be represented by the following 
general nonlinear state equations (fi(.); i=1,…,4) in discrete-
time domain: 

)1())(),(),(()1( −+=+ kwkdkUkXfkx iii        (19) 
where k denotes the sampling instants and  

TkxkxkxkxkX )]()()()([)( 4321= (State vector)   (20) 
TkukukU )]()([)( 21=                          (Input vector)   (21) 

T
iii kTkCAkTkFkd )]()()()([)( cΔΔΔΔ=        (22) 

d(k) is the disturbance or fault vector and wi(k-1) ;  i=1,…,4,
describe the process noises which have been added artificially 
to the CSTR process state model equations to include the real 
uncertainties faced in the practical situations. These process 
noises are assumed to behave as zero-mean which Gaussian 
noises with covariance matrix Q(k).
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Similarly, the output equation can be described by the 
following general nonlinear model (h(.)), derived from the 
CSTR dynamic model: 

)())(()( kVkXhkY +=                 (23) 
where T

cscisisiisiciii TTCACATTFFdTdCAdTdFkX ],,,,,,,[)( −−−−=
represents the output vector and 

TkvkvkvkvkV )](),(),(),([)( 4321= has been added to 
represent the inevitable measurement noises. V(k) is assumed 
to behave as zero-mean white Gaussian noises with 
covariance matrix R(k). Therefore, the nonlinear functions 

Tfffff (.)](.),(.),(.),[(.) 4321= and h(.) in state and 
output model equations can be linearized at each sampling 
time around the most recent process condition estimate, 
leading to the augmented state-space model. 
For computer simulation, the CSTR nonlinear model is 
implemented using s-function and SIMIULINK facilities in 
MATLAB. The basic time unit is hours (hr) and the sampling 
time is taken to be equal to 0.005 hr. The CSTR process 
exercises four faults, listed in Table 1, which are implemented 
sequentially at different time instants of 5 (fault #1n), 
10(fault #2p), 15 (fault #3p) and 20(fault #4n).

TABLE 1: LIST OF PROCESS FAULT
Fault Fault Name Fault notation Value 
#1n Low inlet feed of reactant ii FF Δ− 5%

#2p High inlet temperature of reactant ii TT Δ+ 10%

#3p High inlet concentration of reactant ii CACA Δ+ 10%

#4n Low inlet temperature of coolant cc TT Δ− 5%

Fig. 3 illustrates the performance results of the process fault 
diagnosis system for asynchronous including communication 
delay (Asyn-delay) and multi-rate sample (Asyn-SR) and 
synchronous (Syn). 
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   (a)  dFi fault estimation (fault #1n=5% at t=5) 

For clarity of the representation, Fig. 3 (d) has been magnified 
in Fig 4 to show the time behaviour of each state estimation 
during multiple occurrences. As shown, the interaction effects 
due to each fault occurrence is very small (in the range 10-3)
which can be neglected in fault detection and diagnosis. Table 
2, shown root mean square error (RMSE) for three cases, 

synchronous, Asynchronous due to communication delay and 
sample rate. Result of the asynchronous is about synchronous. 
So, we almost ignore effective communication delay and 
multi-rate sample time for fault detection and diagnosis.  
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           (b)  dTi fault estimation (fault #2p=10% at t=10)
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            (c)  dCAi fault estimation (fault #3p= 10% at t=15)
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(d)  dTc fault estimation (fault #4n=5% at t=20)

Fig. 3: Estimation of faults occurring at different times with different 
magnitudes. 

213



TABLE 2: ACCURACY OF FAULT DETECTION AND DIAGNOSIS IN TERMS OF RMSE MEASUREMENTS

Methods Fault #1n Fault #2p Fault #3p Fault #4n Computational time  in 
each sample period 

Synchronous 2.0054 3.7528 3.8590 1.4805 25.5 ms
Asynchronous-communication delay 2.2153 3.5984 4.2774 1.4551 26.4 ms

Asynchronous-sample rate 1.9253 3.9554 5.2841 2.4171 25.4 ms
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Fig. 4: Estimation of faults #4n (at time 20 and values 5%, another faults are at times 5, 10, 15 that have negligible values (about 10-3))

6. CONCLUSION

The paper presented multi-sensor decentralized synchronous 
and asynchronous methodologies to enhance the state 
estimation of dynamic processes in real time for fault 
detection and diagnosis.  
The proposed monitoring schemes fuse the multi-sensor 
measurements by resorting to an EKF algorithm that 
addresses explicitly the practical problems caused by time-
delayed measurements due to communication delay and 
multi-rate sensors independently. 
The paper used the state-vector data fusion technique to 
implement the integration of the distributed state estimations, 
leading to an improved extraction of the global monitoring 
information. Simulation results demonstrate that the proposed 
monitoring schemes are computationally effective in real time 
application and yield good detection and diagnostic results for 
single, double, triple and quadruple process fault occurrences.   
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