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1st Laboratory Assignment 

Alarm System for Intrusion Detection
This work aims the implementation of an intrusion detection alarm system, in a restricted space as a single room retail store. The intrusion will be detected resorting to an infrared sensor, installed in such a way that points towards the main entrance of the space to be protected. A switch is also installed on a window of the aforementioned space.

The automation system that constitutes the alarm is to be implemented in the Schneider PLCs available on the laboratory, model Premium TSX P57 1634M or TSX P57 2634M. This document is composed by two parts: the first describes the guidelines for the first session on the lab and the second (see annex) describes the functional specifications of all the work that will be developed in the next weeks.
Part B - Read Keyboard
The second part of this laboratory assignment consists of the implementation of an automated solution to the identification of a key pressed, on the available keyboard with 12. The keyboard is central to the user to interact with the intrusion detection alarm system under design. The solution foreseen is the design of one or more Structured Text subroutine sections, optionally in Ladder, to identify the key pressed.

A suggested name for the main subroutine identifying the key pressed is SR_get_key. If no key is pressed the SR_get_key subroutine must store -1 in a memory as the result. In case a digit, '0', '1', ... , or '9', is pressed, the subroutine stores the corresponding value in the memory. In case the key '*' or the key '#' is pressed, the subroutine stores in the memory 10 or 11, respectively. A 0.05sec beep signal (buzzer sound) shall be provided as soon as a key is detected.
The SR_get_key subroutine is desired to (i) reject multiple keys pressed at the same time, (ii) recognize key release, i.e. "key up", as soon as possible and then allow immediately to read another key, and (iii) not allowing to input by mistake two or more times the same key, in other words having a repeat delay preventing immediate input of multiple times the same key. Note: a "key up" flag is useful for other parts of the program to recognize that the SR_get_key subroutine has a key that was read and is prepared to be reset and therefore input another key (notice the similarity of the SR_get_key subroutine with the timers/counters' reset and done bits).
An additional feature which is important is the possibility of buffering some keys. A subroutine named SR_get_multiple_keys must be built to hold up to 10 keys. This subroutine checks the output of SR_get_key to get keys one by one. The SR_get_multiple_keys subroutine must have a global variable allowing to reset (flush) the buffer. The recommended implementation language for this subroutine is Structured Text. Note: in order to use array indexing one has to enable the option "menu Tools -> Project Settings -> variables  -> Directly represent array variables".
Report questions
Q1. (PLC data logging) Run the PLC + Matlab programming demonstration named data_log.zip, downloadable from and described in
http://users.isr.ist.utl.pt/~jag/course_utils/plc_log/plc_data_log.html
a) Use the console switches to create events that you are going to observe using Matlab plots. Please describe the events you have generated, e.g. write text as %i0.2.2 is turned ON from t1 till t2. Please do not show in your report the default example already included in the zip file.

b) Describe how feedback can be used to read events from a square wave generated by the PLC. Draw a hardware diagram indicating the feedback. Write and test a Structured Test program where the PLC changes the state of one output bit as soon as it detects the previous change effectively occurred. Confirm the program works by logging the states of the output bit along 20 scan cycles. An output bit based on a relay (instead of transistors) would give different logging results?
Notes: In case your workbench has a 28FK input and output module, please replace in the PLC demo code the string %i0.2 by %i0.3 and the string %q0.4.0 by the string %q0.3.16. In case the physical output address coincides with the buzzer, please change it to a LED.
Q2. (Hardware identification) Identify the PLC inputs and outputs, from/to the keyboard, to be used on the intrusion detection alarm system.
	PLC Input
(chosen variable name)
	PLC Identifier
(physical address)
	
	PLC Output
(chosen variable name)
	PLC Identifier
(physical address)

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


(Insert as many lines as needed in the tables)
Q3. Describe the reading/identifying strategy to be implemented to solve the keyboard reading problem.
Q4. Indicate the timer(s) and memory cell(s) used to implement SR_get_key.

	Memory or timer
(chosen variable name)
	PLC physical
address (if specified)
	Short description
of the memory or timer

	
	
	


(Insert as many lines as needed in the table)
Q5. Upload the program proposed to the PLC and run. Comment on the results obtained.
Q6. Use the logging method of Q1 to show changes in the inputs when a person enters the code 3699 using the keyboard. Show time plots of the relevant input signals.
Q7. Consult in the manuals how to use PLC system words to obtain (i) minimum and (ii) maximum scan-cycle times when the PLC is running just the SR_get_key called by one section of MAST. Indicate those times in milliseconds. Write and test one Structured Text program based on a timer that counts 10 seconds and counts the number of scan cycles in those 10 seconds.

	Minimum scan cycle time msec

(use system word)
	Maximum scan cycle time msec

(use system word)
	Average scan cycle time msec

(program based on timer)

	
	
	


(write here the ST program; add space as needed)
Q8. Comment the following statement: "Not waiting for the end of reading a key may imply erroneous string readings".

Q9. Every hardware setup in the laboratory is based in one of two options, (i) a DMY 28FK input and output module, or (ii) one DEY16D2 input module and one DSY16T2 output module. Consider now a option, where the outputs are implemented by a DSY16R5 module (see in the webpage of the course the item "HW IO Module" pointing to the file "PLC_3_HW_IO_Discrete.pdf"). What needs to be changed in the keyboard reading strategy?
Annex A - Functional Specifications of the Alarm

(please do NOT include this annex in your report)

The Alarm has three main modes of operation, OFF, Presence Detector and Active. The three modes are selected by a three positions switch. The three modes operate as detailed next:

(Mode 1) OFF – this mode deactivates the alarm completely.

(Mode 2) PRESENCE DETECTOR – the infrared sensor is used to detect the movement on the room/space, that be signalized resorting both to a lamp and to the buzzer on the panel. The lamp should be on for 5 seconds, upon the detection of each person, and an acoustic signal with the duration of 1 second should be emitted.

(Mode 3) ACTIVE – in this mode the alarm is to be used.

Detailed specifications for mode 3, ACTIVE, are the following:

a) When requested for activation, a period of 30 seconds of inactivity is set to allow the user to abandon the space, and afterwards remains permanently activated.

b) Upon intrusion detection, by the infrared sensor or the window switch, the alarm evolves to the warning phase.

c) The alarm lights a warning on the panel and after 5 seconds the buzzer must be activated. The warning must be a periodic signal with 1 second on and 2 seconds off.

d) The alarm can be deactivated pressing the # key on the command panel.

Advanced Characteristics of the Alarm:

An advanced alternative for the alarm activation/deactivation consists on the use of a code previously set by the human owner (e.g. 9665). To implement the activation function, the following procedure must be implemented: 

a) switch the alarm mode to ACTIVE.

b) introduce the activation code (e.g. 9665).

c) press #, and wait for 30 seconds to allow the user to abandon the space.

d) start the intrusion detection function, i.e. the alarm is fully operational.

To deactivate the alarm, upon intrusion detection or to allow the use of the space, the following instructions must be accomplished: 

a) Introduce the secret code (the same as the activation one, e.g. 9665).

b) Press #

c) Change the alarm mode to a mode other the ACTIVE.

Special Characteristics of the Alarm:

A safer mode of operation for the intrusion detection alarm is to allow the user to change the activation/deactivation code. The code 1234 is initially used, as a factory preset. To change the code, the following operations must be done:

a) Press *, followed by the pre-programmed code.

b) Introduced the new code to be used, finished by *

In the case where a mistake occurs, press the code **** to reset the code to the factory default.

Available Material 

In the laboratory there are six different working places, all with similar PLCs but different consoles. All workplaces have a PLC Schneider model P57. All of them have a power supply with 24V and/or 12V and a desktop PC, with the Unity Pro v6 development software and the PLC manuals, in PDF format.

In each workplace there will be also an alarm console with the following components:

	1 three positions switch

1 two positions switch

3 LEDs

1 keyboard (4x3 buttons)

1 buzzer (12V)
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The solution for this automation problem must be based on the languages described on the IEC-61131-3 standard, i.e. ladder diagrams, instruction list and structured text.

� 2010 original guide by Prof. Paulo J. Oliveira, 2017 rev. by Prof. José Gaspar





